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Module content

.. Clim..:
From the course description: Ptiop, P

>

>

>

Construction and structure of blockchains

Distributed trust and consensus

Proof of Work

Block content and transactions

Examples of blockchains (e.g. Bitcoin and Ethereum)
Smart contracts

Ecosystems and infrastructure

Application areas.




Plan for the module

> L14 - Introduction to Blockchain and Bitcoin
> L15 - Consensus, PoW, Whitepaper, ...
> Labl - Writing a simple blockchain in Java

> L16 - A closer look at Bitcoin 1 (blocks, hashes, inputs/outputs, ...)
> L17 - A closer look at Bitcoin 2 (+ coding a little bit)
> Lab2 - Writing a bitcoin-like blockchain in Java

> L18 - Applications, altcoins and ecosystem
> L19 - Smart contracts?
> Lab3 - ??? Oblig3 ???



Learning resources, |

http://bitcoinbook.cs.princeton.edu/

with accompanylng (YouTube) V|deo lectures

P Leeture 2.2 How Bitcoin Achie D
Proof of work

Free draft copy of book @
https://d28rh4a8wq0iu5.cloudfront.net/bitcointech

[readings/princeton bitcoin book.pdf

ARVIND NARAYANAN .
JOSEPH BONNEAU 9

EDWARD FELTEN
ANDREW MILLER
STEVEN GOLDFEDER

BITCOIN AND
CRYPTOCURRENCY
TECHNOLOGIES

A Comprehensive Introduction



http://bitcoinbook.cs.princeton.edu/
https://d28rh4a8wq0iu5.cloudfront.net/bitcointech/readings/princeton_bitcoin_book.pdf

Learning resources, Il

The BiCOin Whitepapel‘ by SatOShi Bitcoin: A Peer-to-Peer Electronic Cash System
Nakamoto can be found @ Satoshi Nakamoto

satoshin(@gmx.com

https://bitcoin.org/bitcoin.pdf worw biteoin. org

Abstract. A purely peer-to-peer version of electronic cash would allow online
payments to be sent directly from one party to another without going through a
financial institution. Digital signatures provide part of the solution, but the main
benefits are lost if a trusted third party is still required to prevent double-spending.
We propose a solution to the double-spending problem using a peer-to-peer network.
The network timestamps fransactions by hashing them into an ongoing chain of
hash-based proof-of-work, forming a record that cannot be changed without redoing
the proof-of-work. The longest chain not only serves as proof of the sequence of
events witnessed, but proof that it came from the largest pool of CPU power. As
long as a majority of CPU power 1s controlled by nodes that are not cooperating to
attack the network, they'll generate the longest cham and outpace attackers. The
network itself requires minimal structure. Messages are broadeast on a best effort
basis, and nodes can leave and rejoin the network at will, accepting the longest
proof-of-work chain as proof of what happened while they were gone.


https://bitcoin.org/bitcoin.pdf

Learning resources, Il (cursory)

https://github.com/bitcoinbook/bitcoinbook OREILLY’

Free draft copy of book @
https://github.com/bitcoinbook/bitcoinbook/releas Mastermg

es/tag/second edition print2 .
Bltcom

PROGRAMMING THE OPEN BLOCKCHAIN

Use Chrome-extension "Asciidoctor.js Live
Preview" (or similar) to read properly formatted
text.



https://github.com/bitcoinbook/bitcoinbook
https://github.com/bitcoinbook/bitcoinbook/releases/tag/second_edition_print2

Learning resources, IV

To be determined ...

| will try to find articles, videos and code
examples to support the learning outcomes.

You are also encouraged to suggest topics and
resources.



Today

> We will examine many of the key concepts, illustrated by a live demo using
the Bitcoin network to transfer bitcoin from one address to another.

> We will look at the core structure of a blockchain
> We will look briefly at the Bitcoin white paper

> Reading material:
> [NA Ch1] - Introduction to Cryptography and Cryptocurrencies
> [SN] - Bitcoin: A Peer-to-Peer Electronic Cash System



®

Introduction
To Bitcoin




Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto
satoshin(@gmx.com
www.bitcoin.org

Abstract. A purely peer-to-peer version of electronic cash would allow online
payments to be sent directly from one party to another without going through a
financial mstitution. Digital signatures provide part of the solution, but the main

benefits are lost 1f a trusted third party 1s still required to prevent double-spending.
We propose a solution to the double-spending problem using a peer-to-peer network.

The network timestamps fransactions by hashing them into an ongoing chain of
hash-based proof-of-work, forming a record that cannot be changed without redoing
the proof-of-work. The longest chain not only serves as proof of the sequence of



Keys, addresses and signatures

>

A bitcoin amount is always associated with a bitcoin address. Think of the
address as an account number. The address is a hash of a public key.

When we transfer (spend) bitcoin, it "moves" from one address to another.

To spend bitcoin, you have to )
provide the private key for the eiata ey ﬁ
sender address to prove that you
"own" this address. Think of the

private key as a password. public key f@

A key-palir Is created, from a
random number, according to the &
Elliptic Curve Digital Signature HOdIEES ﬁ
Algorithm (ECDSA).

large, randomly
generated number

generated from the
private key

generated from the
public key




Key creation

> In Bitcoin, a private key is a 256-bit number
> Nearly every 256-bit number is a valid ECDSA private key
> =>The number of keys is 22°° ~ 1077 ~ number of atoms in the universe

> So If you create a truly random private key, there is ~ zero chance that
someone else can guess or create the same key. Even with much
computing power, it is really hard to brute force a guess of your key. (In
practice, there are more private keys than addresses (21°°), but still ...)

> See: https://Ibc.cryptoguru.org/about and https://Ibc.cryptoquru.org/man/theory



https://lbc.cryptoguru.org/about
https://lbc.cryptoguru.org/man/theory




Let's illustrate the process by creating a "wallet"

© bitaddress-org

Open Source JavaScript Client-Side Bitcoin Wallet Generator

Generating Bitcoin Address...
MOVE your mouse around to add some extra randomness... 4%
OR type some random characters into this textbox

2a2d215b40c3f17b23d0c6629¢c3e160147F481Fffe5d32e98f61380cf915b25f92388¢c23a
ae8756fadfc@lfa84c7dc9d3486dcf21l1046a6eebcebecd33fcdfl419272d88888cdbbd
e0ab38f20869f9%9ae845acdce8lPBaetacBec225d634¢cal29416be2361675Ffc698¢c88asce
7f82dbc354b6bat70¢c101e71b04b69680695e8c306T2dd06c1ad470642816354Ffecbeas92
5392d38dee47cfacfc7d22e5d1951bfe87b83e48¢c22dd31e7992e07868e78cRecle2f3f
fb27fcab46379d964e70835383e23cdl4ccfc57ed4bff36e43F3432911%edce7b44dcfes
fcb9fcea396le66ebBeab8f2cb7bbe892217ca869ebdbf2a84a78a494508daB66ade4d7
f8e37678137abod




The Bitcoin network




The Bitcoin network - A distributed ledger




The Bitcoin network - ... with a Block Explorer

E)BLOCKCYPHER

Search the block chain

Find info that other block explorers don't



Block Explorers

> The data in the Bitcoin blockchain is publicly available
> But the format is not human understandable

> There are a lot of applications that shows / visualizes / gives read-access to
the data in the blockchain

> These are called block explorers
> One example is https://live.blockcypher.com/



https://live.blockcypher.com/

Bitcoin Wallet software

> We have created a key-pair, but in
order to send bitcoin we need software
to create, sign and send a transaction.

> One example of such software is a
Mobile Wallet.

> Wallet software handle your key(s),
shows your balance, and enables you
to send bitcoin.

Savings Wallet

33.897654 BTC

$44,066.95

-23,000.00 bits

- 23,000.00 bits

23,000.00 bits
Received i




The Bitcoin network - ... using a mobile wallet

E)BLOCKCYPHER

Search the block chain

Find info that other block explorers don't



The Bitcoin network - ... with piles of pending transactions

E)BLOCKCYPHER

Search the block chain

Find info that other block explorers don't




The Bitcoin network - ... with miner nodes

E)BLOCKCYPHER

Search the block chain

Find info that other block explorers don't




The Bitcoin network - ... some operate mining pools

E)BLOCKCYPHER

Search the block chain

Find info that other block explorers don't




Mining

> The main purpose of mining is not to create new bitcoin

> The main purpose of mining is to secure the blockchain by creating a
"signed" tamper-resistant block that can be appended to the blockchain.
The new bitcoin that is created is a reward for the effort.

> A miner chooses a number of transactions, creates a candidate block, and
tries to solve the "mining puzzle" to create a valid block.

> If/when the miner finds a solution, the new block is broadcasted to the rest
of the network for validation.

> A new block is in this way appended to the blockchain in average every 10
minutes.



How Is our transaction doing?

> When a block explorer shows 1 confirmation, that means that the
transaction is contained in the last block appended to the blockchain.

> (In most cases,) this means that the transaction is confirmed.

2 Confirmation 1 Confirmation

k 2000 Block 2001 Block 2002 Block 2003 Block 2004 Block 2005



Why did | say "(In most cases,) this means ..."

> Can the transaction be "unconfirmed" once it is confirmed?

> Remember that this is a distributed ledger. Different nodes can in a short
period of time have different blocks at the end of the chain. Miners can
possibly start to mine on a chain not containing your block.

> The rule is that the longest chain is the valid chain. Differences will soon
settle, and one chain is the "winner".

> The more confirmations you have, the more "confirmed" your transaction is.

> Itis very rare to be "unconfirmed"
after 2 confirmations.










> Now: Blockchain



http://blockchain.mit.edu/how-blockchain-works

18 minutes 1. HOW BLOCKCHAIN WORKS

Blockchain 101 - en visuell demo o »

Block

Hash: 0000d742711b9¢c79c3464eaacdfa0153206221aeed749612b48f22475296f912

FLERE VIDEOER

P o) 449/17:49 B £ Youlube 3



http://blockchain.mit.edu/how-blockchain-works

A few remarks to the video

> You may have recognized that Prev changed automatically in subsequent
blocks when Hash changed in a block, which caused the subsequent
blocks to be invalid. In practice, the blocks will be invalid because there is a
mismatch between the Hash of a previous block and Prev.

> You may have recognized that he talked about democracy and voting
between the nodes to settle what is the valid chain. In practice (in Bitcoin)
there is no voting, but a rule that the "longest" chain is the valid chain.



Hash pointers

> In many presentations, a blockchain is depicted as a kind of linked list, with

hash pointers pointing to previous blocks.
> In practice, a blockchain is stored in a database.
> Hash pointers can also be viewed as foreign keys.

> The point Is that you can
> Traverse the chain backwards

> Verify that the chain is not broken by comparing the hash values

> Different implementations exist
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|
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Before we contiunue

The programming assignment for this week

> You are going to implement a simple blockchain similar to what you saw in
the video.

> You will get a skeleton ...

[Look at it briefly]



Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto
satoshin(@gmx.com
www.bitcoin.org

Abstract. A purely peer-to-peer version of electronic cash would allow online
payments to be sent directly from one party to another without going through a
financial mstitution. Digital signatures provide part of the solution, but the main

benefits are lost 1f a trusted third party 1s still required to prevent double-spending.
We propose a solution to the double-spending problem using a peer-to-peer network.

The network timestamps fransactions by hashing them into an ongoing chain of
hash-based proof-of-work, forming a record that cannot be changed without redoing
the proof-of-work. The longest chain not only serves as proof of the sequence of



Bitcoin white paper - Abstract, |

Abstract. A purely peer-to-peer version of electronic cash would allow online
payments to be sent directly from one party to another without going through a
financial institution. Digital signatures provide part of the solution, but the main
benefits are lost if a trusted third party is still required to prevent double-spending.
We propose a solution to the double-spending problem using a peer-to-peer network.
The network timestamps transactions by hashing them into an ongoing chain of
hash-based proof-of-work, forming a record that cannot be changed without redoing
the proof-of-work.



Bitcoin white paper - Abstract,

Abstract. ... The longest chain not only serves as proof of the sequence of
events witnessed, but proof that it came from the largest pool of CPU power. As
long as a majority of CPU power is controlled by nodes that are not cooperating to
attack the network, they'll generate the longest chain and outpace attackers. The
network itself requires minimal structure. Messages are broadcast on a best effort
basis, and nodes can leave and rejoin the network at will, accepting the longest
proof-of-work chain as proof of what happened while they were gone.



Bitcoin white paper - Transactions

We define an electronic coin as a chain of digital signatures. Each owner transfers the coin to the
next by digitally signing a hash of the previous transaction and the public key of the next owner

and adding these to the end of the coin. A payee can verify the signatures to verify the chain of

owners h | p . Transaction Transaction Transaction
Owner 1's Owner 2's Owner 3's
Public I-t(ey,»r Public I-t(eyF Public Key
Hash L Hash k Hash
T P
Owner O's Owner 1's Owner 2's
Signature v Signature v Signature
<9 ,—5@
Owner 1's Owner 2's Owner 3's
Private Key Private Key Private Key




Bitcoin white paper - Timestamp Server

The solution we propose begins with a timestamp server. A timestamp server works by taking a
hash of a block of items to be timestamped and widely publishing the hash, such as in a
newspaper or Usenet post [2-5]. The timestamp proves that the data must have existed at the
time, obviously, in order to get into the hash. Each timestamp includes the previous timestamp in

Its hash, forming a chain, with each additional timestamp reinforcing the ones before it.

-

_: Hash| _: Hash

Block Block

Item ltemn ltem Item




Bitcoin white paper - Proof-of-Work

Tomorrow



Bitcoin white paper - Network

The steps to run the network are as follows:
1) New transactions are broadcast to all nodes.
2) Each node collects new transactions into a block.
3) Each node works on finding a difficult proof-of-work for its block.
4) When a node finds a proof-of-work, it broadcasts the block to all nodes.
5) Nodes accept the block only if all transactions in it are valid and not already spent.
6) Nodes express their acceptance of the block by working on creating the next
block in the chain, using the hash of the accepted block as the previous hash.

Nodes always consider the longest chain to be the correct one and will keep working
on extending it.



Bitcoin white paper - Incentive

Tomorrow



Bitcoin white paper - Reclaiming Disk Space

Next week



Bitcoin white paper - Simplified Payment Verification

Next week



Bitcoin white paper - Combining and Splitting Value

Next week



Bitcoin white paper - Privacy

The traditional banking model achieves a level of privacy by limiting access to information to the
parties involved and the trusted third party. The necessity to announce all transactions publicly
precludes this method, but privacy can still be maintained by breaking the flow of information in
another place: by keeping public keys anonymous.

Traditional Privacy Model

” . Trusted :
|dentities Transactions ——™= Third Party —»= Counterparty FPublic

New Privacy Model

|dentities Transactions ——™ Public




Bitcoin white paper - Calculations

Tomorrow



How Is our transaction doing?

> Let us see how many confirmations we have now.s

2 Confirmation 1 Confirmation

k 2000 Block 2001 Block 2002 Block 2003 Block 2004 Block 2005



Next

> Tomorrow: Distributed consensus
> Reading material: [NA Ch2] + [SN]

> Lab this week: Implement a simple blockchain | Java
> (start by downloading skeleton / spec. from Canvas)



